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ABSTRACT

One way to reduce the communication challenges associated with Chemical, Biological, Radiological, Nuclear
and explosive (CBRNe) incidents management could be a public facing disaster smartphone app, of which none
are currently available. The EU funded project PROACTIVE used an iterative, co-creation methodology to
develop such an app. This work-in-progress paper examines the preliminary results of a questionnaire given to
observers who were tasked with using the beta app during a first field training exercise. The results show that the
app was found to be usable and useful. Based on the results of the current evaluation exercise, the app will be
updated, takinginto accountthe end-userinputs. Following which, the app will undergo testing in two additional
field training exercises, in an iterative manner, before reaching the final, end-of-project version.
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INTRODUCTION

Chemical, Biological, Radiological, Nuclear and explosive (CBRNe) incidents present unique challenges for
disaster management and crisis communication. For example, first responders may need to wear Personal
Protective Equipment (PPE), which includes face masks, when interacting with victims and victims will most
likely undergo unique protocols such as decontamination. Furthermore, while all disasters can lead to anxiety,
seeing practitioners arrive in PPE onthe scene while waiting to begin decontamination hasbeen found to induce
fear (Carbon et al., 2021).

These challenges are only compounded by the fact that public awareness of CBRNe incidents is low, which means
that the public at large is likely to depend even more than in other types of disasters on the communication and
technology employed by practitioners (Hall et al., 2020). One way to overcome or at least reduce these
communication challenges as well asthe public’s anxiety about such events could be a dedicated CBRNe disaster
app. Disaster appsare a widely recognized, useful tool for disaster management, contributingto the reduction of
anxiety (Bossu et al., 2018), yet few available apps address the CBRNe topic (Petersen et al., 2021).

That said, it is important to keep in mind that the public is not a homogenous mass and a switch must be made
from interacting with the public on a ‘one-size-fits-all’ basis towards more nuanced planning and preparing to
deal with the range of individuals thattogetherconstitute a diverse ‘public’, e.g., disabled persons, older persons
(Petersen et al., 2019). Unfortunately, rarely are digital tools foremergency management, including public facing
disaster apps, designed with accessibility in mind (Gjgseter et al., 2021).

Accessibility is a key component of socialsustainability and inclusiveness, contributing to usability and durability
—as stated in the European Accessibility Act (European Commission, 2019). It may be argued thataccessibility
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should have a key place in disaster apps, as when a disaster occurs, anxiety is likely to be high and therefore
comprehension levels reduced. This is an effect known as situational disability, as indeed circumstances
surrounding a disaster may lead to temporary impairments (Gjgseteret al., 2019). One way to help make disaster
apps accessible is to include universal design principles from the beginning of ICT (Information and
Communication Technology) tool development (Radiantiet al., 2017). Universal design is defined asthe design
of productsand environmentsto be usable to the greatest extent possible by people of all ages and abilities. It is
based on the following seven principles as elaborated by Connell et al. (1997): equitable use; flexibility in use;
simple and intuitive use; perceptible information; tolerance for error; low physical effort; and size and space for
approach and use.

The EU H2020 project PROACTIVE (PReparedness against CBRNE threats through cOmmon Approaches
between security praCTltionersand the VulnerablE civil society) presents a novelsolution in the form of a mobile
appto i) provide a public-facing CBRNe disaster app while ii) minimising the accessibility gap in such kinds of
apps.

THE PROACTIVE MOBILE APP

The PROACTIVE mobile app wasdeveloped following the above-mentioned principles of universal design, based
on input from the project’s desk research phase, the experience of the app developers and a co-creation
methodology, whereby both CBRNe practitioners and the civil society beta-tested a web-version of the app, as
described in Petersen et al. (2021, 2022, 2023).

The app aims to improve the efficiency of communication between Law Enforcement Agencies (LEAs) and
citizens around CBRNe incident preparednessand response by allowing LEAs to inform the public about ongoing
incidents, to allow the public who have registered as app users to report to LEAs, and by providing CBRNe
preparedness information materials to anyone who has the app.

Therefore, the app administrator is intended to be the LEA who would be responsible for CBRNe incident
response and the main userof the app is intended to be the public atlarge. Theapp administrator/LEAwould send
the in-app notifications, create the incidents viewable on the app, receive the reported incidents from the registered
public users and choose which information materials to include in the app repository.

The beta version of the mobile app (Figure 1) has the following four main features:

(i) In-app notifications: allowthe administratorto push information aboutanongoingincident. They are accessed
by clicking on the “news” button at the bottom of the screen (Figure 1B).

(ii) Incident List: this section of the app shows the geographical location of all the incidents added to the app by
theapp administrator. The app administrator may include the following information about an incident: time, date,
location (via GPS or manually inserted), classification (emergency, non-emergency), status (ongoing, awaiting
information, resolved), headline, description and choose whether or not to send out an in-app notification.

The incident list is accessed by clicking on the “map” button atthe button of the screen and a given incident can
be seen in Figure 1D. Incidents are presented on a scrollable map and, below, a short description can be seen.
More information can be found for each incident by clicking on either the dot on the map or the incident on the
list.

(iii) Report an Incident: allows registered public users to provide information (e.g., time, location (via GPS or
manually inserted), photos, description) about a suspected CBRNe incident. This feature isintended to aid CBRNe
practitionersin evidence and information gathering (Gavelet al. 2021). Itis accessed by clicking on the red button
seen on the home screen (Figure 1A), and the screen to actually report the incident can be seen in Figure 1C.

(iv) CBRNe Information: is a repository of public pre-incident information materials which are downloadable as
PDFs. It can beaccessed by clicking on the blue button onthe home screen (Figure 1A) and looks like FigurelE.

METHOD

This paperexaminesthe preliminary results of a questionnaire on the usability and usefulness of the beta version
of the PROACTIVE mobile app which was first tested during a field training exercise by observers.

Observers

The 1SO 22398:2013 Societal security — Guidelines forexercises (ISO, 2013)definesan observerasan “exercise
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Figure 1. Graphic user interface (GUI) overview of the PROACTIVE app

WiP- Usability and Universal Design of ICT for Emergency Management
Proceedings of the 21st ISCRAM Conference — Minster, Germany May 2024
Berthold Penkert, Bernd Hellingrath, Monika Rode, Adam Widera, Michael Middelhoff, Kees Boersma, Matthias Kalthdner,

eds.



Petersen et al. Usability and usefulness of the PROACTIVE app

participant who witnesses the exercise while remaining separate from exercise activities.” Traditionally, the
people invited to actasobservers of a given field training exercise are security practitioners (e.g., firefighters, law
enforcement, civil protection) with good knowledge of expected response protocols and standard operating
procedures. A unique aspect of the PROACTIVE project was to also invite representatives of civil society
organisations to attend the exercise as observers, to better understand the needs and expectations of the public
during such incidents. As such, observers for the PROACTIVE field training exercise were drawn from the two
advisory boards of the PROACTIVE project: the Practitioner Stakeholder Advisory Board, made up of CBRNe
practitioners, and the Civil Society Advisory Board, made up of civil society organisations.

During the field exercise one of the roles assigned to observers was to role play a witness to the incident who
would use the PROACTIVE app asa registered, public user to a) look for information about the ongoingincident
and b) use the ‘report an incident’ feature. In total, 33 observers were present for the field training exercise, of
which 19 filled-in the questionnaire.

Field Training Exercise Scenario

The field training exercise took place on 7 May 2022 in Dortmund, Germany and was hosted by the Fire
Department in Dortmund (FDDO) at their Civil Training Centre. The exercise was based on a scenario of a
chemical substance from a freight train being released near a train station, leading to a specialised operational
response. The chemical leak was simulated using disco fog in order to increase realism. The exercise was run in
German and focused on the decontamination phase of emergency response. FDDO involved 130 firefighters who
trained their decontamination skills. The role of victim was played by members of the local community, as
opposed to the usual practice of off-duty first responders. The volunteers underwent disrobing, showering and
rerobing.

During the field training exercise, seven pre-defined in-app notificationswere sent outby the PROACTIVE app
administrator, simulating notifications that would be sent by a LEA in the case of a real incident (Table 1). Each
notification wassent in both English and German. Furthermore, the app wastranslated into German and available
in both languages during the exercise.

Time Notification

Exercise start  Itis confirmed that an incident occurred around 07.00 this moming on the 7t May at the
local railway station. Reports have been received of smoke near a train. Please avoid the
area as much as possible. Further information is being collected, please check this App for
further updates.

+45 minutes Confirmation received of a chemical substance leak requiring full decontamination. All
people involved in the incident are being asked to remain calm, stay in the designated area
indicated by the Fire Brigade and wait for instructions.

+1 hour People requiring First Aid are asked to make the authaorities on site aware of their needs
+1 hour 15 First responders have arrived on scene. A decontamination procedure is underway. Please
minutes keep calm and follow the instructions provided by the Fire Brigade on site.
+1 hour 30 The situation is now under control, the people affected are in the process of decontamination
minutes and no further risk to the public is perceived atthis point. We continue to ask the public to

stay away from the area until further notice.

+2 hours 45 People effected have been decontaminated and are being supported by the team on site. If
minutes you are looking fora loved one please contact your localauthority through existing channels.

End exercise The exercise is now over!

Table 1 In-app notifications
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Questionnaire

As part of a larger questionnaire of 43 questions entitled the Observer Guide (Carbon et al., 2022), this paper
focuses onthe questions related to the PROACTIVE mobile app only. The entire Observer Guide was given ethics
approval by the PROACTIVE Project Ethics Officer under approval reference: no15/ 26.04.22. Observers were
asked to sign an informed consent sheet which explained that their participation in the research was completely
voluntary, could be stopped atany time, and thatfilling in the questionnaire was not mandatory. The questionnaire
was distributed in paper format.

The questionson usability and usefulness of the app were developed based on relevant disasterapp literature (e.g.,
Tanet al.,, 2020)and the available features of the existing app. The questionnaire was composed of 16 questions,
with answers on a Likert-type scale ranging from strongly disagree (1) to strongly agree (6) forquestions 1to12,
from notatall useful (1) to very useful (6) for question 13 to 16 on the app features. Respondentsalso were asked
to explain their answer in an open-answer format for all questions.

The first questions focused on aspects of usability:

| felt confident using the app

The app design is easy-to-use

Most people would learn to use the PROACTIVE app quickly

The app has effective accessibility features

The amount of text displayed was appropriate

The visualisations were appropriate

It was easy to find critical information about the incident (e.g., time, location, severity)
I was able to find information resources/ materials on the topic of CBRNe

N>R WNE

The next set of questions focused on usefulness:

9. 1 would use the PROACTIVE app in the case of a real CBRNe incident

10. I was confident that the incident information | saw on the app was the most recent update
11. The PROACTIVE app enhances the situation awareness of the population on CBRNe events
12. The app respects my privacy (e.g., the privacy statement, GDPR obligations)

13. In-app notifications

14. Incident list

15. Maps showing incidents

16. CBRNe Information Library

The questionnaire responses have undergone a preliminary analysis, both quantitatively and qualitatively. For the
Likert scale answers, the average rating is reported, and a higher average score represents a better performance.
The content of the open answers provided by the observers were analysed and reported in a qualitative way. The
focus was to understand why certain observers provided a lower rating and what were their suggestions for
improvement.

Sample Description

The majority of respondents represent CBRNe practitioners (61%) (Figure 2). The majority of the respondents
(71%) were also unfamiliar with the PROACTIVE app before the exercise (Figure 3).

Civil society I donot use smartphone _—
organisation; apps; 5% Very (f)%mlllar.
17% %
Training . Very Rat.h.er .
center; 11% unfamiliar; fa;nzlijl/ar,
0
. Military; 26%
Research; 11%
11%
Emergency Medical Firefi%hter;
Services; 6% Civil protection; 5% 11%
Figure 2. Category of the respondents Figure 3. Familiarity with the PROACTIVE app before

the field training exercise
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RESULTS

Overall, the PROACTIVE app averaged the score of 4.0 on usability (see Table 2 for detailed answers) and 3.9
(see Table 3 for detailed answers) on usefulness.

Question Number of Average Qualitative Feedback
responses Score
1 16 3.2 Registration issues, no time to understand the app
2 14 3.9 Simple to use, some technical issues (crashes)
3 14 4.2 Simple to use, concern for the elderly, technical issues (crashes)
4 11 4.0 Suggestions to include language flags and more symbols
5 12 4.3 Well balanced, some translation issues
6 11 4.2 Use of pdf files notappropriate, map to include additional layers
7 13 3.4 Language options to be clearer, use images for incident updates
8 12 4.5 Easy to find, clear and useful information. Use of pdfs advised.

Table 2 PROACTIVE app usability

Question Number of Average Qualitative Feedback
responses Score
9 14 3.0 Yes, if linked to national processes and available in local languages
10 13 3.3 Technical Issues prevented this feature being tested
11 13 3.9 Suggestion to be part of existing national processes and apps.
12 12 4.6 Suggestion to include privacy audit and compliance with standards
13 12 3.9 Notifications are useful to verify incidents, but must work flawlessly
14 11 3.7 Useful for multiple stakeholders, suggestion to focus on only live

incident and possibility to categorise and/or filter incidents
15 12 4.5 Maps negate language barriers

16 12 4.3 Good feature, only for use outside incident

Table 3 PROACTIVE app usefulness
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DISCUSSION

Technical Issues on the Day Appear to Have Impacted Both Usability and Usefulness Scores

On the day of the field training exercise, the PROACTIVE app experienced some (serious) technical difficulties,
i.e. the app crashed or froze, clicking on notifications led to an error message, the scroll option was disabled for
some users, users who had not yet registered or had forgotten their passwords found it difficult to access the app.
However, with support from the on-site technical team, 90% managed to successfully gain access. While notan
unusual occurrence for the first time an app or other new technology is tested in a real-life setting, this
understandably would influence the questionnaire responses received.

Indeed, the qualitative analysis demonstrates that this is what influenced many of the lower scores, with open-
ended answers of “it did not work” or “it kept crashing/freezing” given throughout the questions on usability.
Other respondents were able to look past the technical difficulties, for example one observergave a score of 5 and
left an open-ended response of “if it worked” to Q3. These respondents tended to provide rather positive
qualitative feedback, such as “the app is self-explanatory,” “it is intuitive” or “it is easy to find things.” Hence,
with an average usability score of 4, it would seem thatthe observers felt thatthe PROACTIVE app was usable
despite the technical issues, or would be usable if it had worked properly.

These technicalissues seem to also have impacted the reported usefulness of the PROACTIVE app. Indeed, if the
notificationswere notworking, and the app kept crashing, it is understandable thatobservers might not have been
sure if the information they sawwas from the most recent update (Q10) and were critical of the in-app notification
feature (Q13), commentingthat it would need to “work flawlessly” to be useful. Thatsaid, the average usefulness
score of 3.9 seems to indicate that observers felt the app would be, once again, useful despite the technical issues
experienced during the field training exercise.

PROACTIVE App Features Could Be Improved

The features were overall deemed useful by participantsand it also averaged highly on privacy concerns. With an
average of 4.2 for effective accessibility features, it is clear that improvements should be made. Furthermore,
qualitative feedback on other questions, not directly related to accessibility, also pinpointed ways forward to
ensure the app is developed in line with the principles of universal design, such asusing symbols and images to
replace the heavy reliance on the written word, avoiding language barriers and making it available in multiple
languages. The suggestion to use a country flagto depict which language the app is currently being shown in will
be taken forward in the app redesign process.

Usefulness of Yet Another Disaster App Questioned

With a score of 3, it can be said that respondents do not believe they would use the app in the case of a real CBRNe
incident. The main qualitative feedback to explain this score was linked to the factthatthe app is, asone observer
put it, “not connected to national system,” and others weren’t sure of its added value when compared to other,
already existing disaster apps or social media platforms.

This is in line with previous research findings on crisis communication, social media and disaster apps. During a
crisis, peopletend toturn to the communication channelsthey use in their everyday life to find information about
thecrisis (e.g. Steelmanetal., 2014), and since disasters are hopefully rare, it can be assumed that few people will
have downloaded such anapppriorto the given crisis (Petersen et al., 2018). Indeed, a recent representative study
of German citizens found that only 16% have downloaded a disaster app (Kaufhold et al., 2020). Furthermore,
many studies demonstrate that users prefer to have a single app which would cover all hazardsand threats, rather
thanasingle app for each different one (e.g., oneapp for earthquakes, one app for terrorist attacks) (e.g., Dallo &
Marti, 2021; Kaufhold et al, 2020; Haunschild et al. 2022).

As farasbeing integrated into a nationalsystem, the PROACTIVE app is intended to be administered by the local
LEA and is being designed so as to easily integrate with legacy systems, thus hopefully meeting this end-user
requirement.
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FURTHER WORK

In terms of research, it is foreseen to delve deeper into the data presented in this work-in-progress paper, for
instance by comparing the responses from CBRNe practitioners to those of civil society organisations.

Furthermore, as part of the iterative, co-creation cycle, the avenues for improvement identified by the
questionnaire respondents are planned to be implemented in a new version of the PROACTIVE app. This newer
version of the app will then be tested in the second PROACTIVE field training exercise, whereby once again
feedback will be collected from observers. The third and final PROACTIVE field training exercise will be run
using the same methodology. After the last round of improvements, the PROACTIVE appwill be considered as
the finalised version, concluding the research and development in the context of the PROACTIVE project.

CONCLUSION

This work-in-progress paper presents the preliminary results from a questionnaire on the usability and usefulness
of the PROACTIVE CBRNe disaster app, filled in by observerswho tested the app duringa field training exercise.
Overall, observers felt thatthe app is slightly usable and slightly useful. Their constructive qualitative feedback
will be used to improve the app, which will then be tested in an iterative mannerin two more field training
exercises.

When the project is completed, the PROACTIVE CBRNe app is expected to fill the gap in a lack of citizen
oriented CBRNe disaster appsavailable on the market today. It will be in line with both civil society and CBRNe
practitioner’s expectations thanksto the co-creation process and should provide the opportunity to minimise the
wider “accessibility gap” in emergency management.
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