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ABSTRACT

Digitalisation has a significant impact on most aspects of society. State agencies with safety and security tasks
have to develop effective strategies to manage the opportunities and risks associated with technological innova-
tions and increased networking. Emerging digital technologies have the potential to affect work practices and thus
the organisational culture of such agencies. To examine the extent to which scientific research has addressed the
impact of digitalisation on organisational culture so far, a systematic scoping review was conducted. Preliminary
results show that the overall research topic is still in an exploratory phase and studies are primarily from the global
north. The analyses show that the majority of studies focuses on artefacts around information data leading to
respective work practices around data work.
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INTRODUCTION

Since the advent of digital technologies and computers, digitalization has been a much-discussed development.
New information and communication technologies, technical infrastructures and systems, changes in computing
power, possibilities and capacities for data collection, processing, analysis and interpretation, artificial intelligence
(Al), etc. are combined with significantly expanded corridors of connectivity, networking and exchange in work-
ing and living environments. Processes of digital change target all levels: Society and social subsystems, organi-
zations and individuals. In times of the COVID-19 pandemic, these conditions seemed to offer both solutions and
options for retreating from the pandemic-influenced world of presence into digital spheres and virtual spaces. In
addition to the above-mentioned developments in society as a whole and the relatively dynamic development of
technology and services (e.g., IT, Al), the digital transformation has been on the political agenda in several nations
for several years and is embedded in a formal framework, for example, in Germany with the constantly updated
"Implementation Strategy of the Federal Government". It is therefore no surprise that the field of government
agencies including those responsible for public safety and security (in Germany subsumed under the collective
term 'authorities and organizations with security tasks' (in German “Behdérden und Organisationen mit Sicher-
heitsaufgaben”; BOS) are also under the influence of digital transformation processes (Schiitte & Kox, 2022).
Recent security-related developments (e.g., cybercrime, digital networking of offender groups), BOS and their
representatives, politics, media, and academia (see e.g., Epple & Ludewig, 2019; Hiittelmaier & Késer, 2020) act
as ‘drivers’ with regard to the discussion about the importance of digitalization or the digital transformation of
BOS. This is often accompanied by promises or even pledges: Modernity of the organization (and its external
image) and achievement of a current ‘state of the art’, preservation and optimization of the ability of BOS to act
under the requirements of digitality and the handling of digital media, (improved) implementation of the mission,
various further development potentials, promotion of innovativeness and flexibility, (better and closer) networking
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for example in inter-agency cooperation (bitkom, 2020). Over the last years, a lot has happened in the digital
transformation of German BOS. A rough insight into different government websites (e.g., of state police forces)
contain references to state-specific programmes and master plans for digitalization that clearly show the develop-
ment stages of the past and coming years. These include the expansion of digital radio and IT infrastructures, the
purchase of additional mobile devices (e.g., smartphones for the North Rhine-Westphalian police), the inclusion
of digital analysis approaches (such as social media analytics, big data analysis) and the ‘purchase’ of online
specialists who, as ‘Intel Officers’, provide the police with important real-time information from the social media
and other internet sources in particular during ongoing operations (Ministerium Landes Nordrhein-Westfahlen,
2021; Niedersichsisches Ministerium fiir Inneres und Sport, n.d., 2019). Non-police BOS such as fire depart-
ments, aid organizations or the Federal Agency for Technical Relief (THW) are also actively working on their
digital transformation. Virtual Operation Support Teams (VOST) have already been established since 2017 as
support structures in operational situations and docked with the THW (Fathi et al., 2018). In addition, almost all
BOS use social media and operate their own social media accounts (Deutsches Rotes Kreuz, 2018). Innovative
efforts are being made to implement new technologies to deal more efficiently with information on future devel-
opments in acute operations. Despite these developments, the status of the digital transformation of BOS still
leaves room for improvement. It seems that digital transformation is not discussed much together with BOS and
infrastructures and equipment are presented as expandable. Overall, there is a certain dissatisfaction with the state
of digitalisation in the German BOS with the use of social media as an exception that is now more or less a normal
part of communication (blaulicht.digital, 2020). Bureaucratic principles such as written form, file knowledge and
rule-boundness offer stable structures for docking digital approaches. However, they may also sometimes slow
down decisions, which favour a rather incremental organisational development, which appears to be less compat-
ible with a technology development that brings new offers to the market in a very short time, while previous
versions of tools and systems have not yet passed the bureaucratic decision-making processes. The development
of operational routines with new technologies takes time. As long as they are not yet a normal part of practice and
preparation in calm times, they cannot become a natural tool for acute situation management in turbulent situa-
tions, as they increase uncertainty more than they reduce it. The lack of techniques to quickly deal with or practice
dealing with new technologies in the organisation delays the utilisation of new technologies (Schiitte & Kox,
2022).

OBJECTIVE

Against the background of these considerations, the question arises as to what extent digital technologies are
already anchored in the BOS. This question can be theoretically embedded the investigation of organizational
culture (e.g., Bellot, 2011; Berg & Wilderom, 2004; Schein, 2010). This approach is not always very clear and
free of criticism. Nevertheless, it can be stated that organizational cultures exist, are inherently fuzzy and socially
constructed, are a product of groups not individuals, relatively unique to each organisation and subject to continual
change (Bellot, 2011).

Schein (2010) assumes that organizational culture emerges at three different levels of an organization. He refers
to the top and most visible level as the artefact level. This level includes everything that is directly visible, audible
and tangible, such as dress code, architecture, office design, technologies, stories and documents, but also behavior
patterns. The second level refers to espoused values, i.e. the organisations’ stated values and rules of behaviour.
The values are based on fundamental shared basic assumptions that are subconscious or unconscious, barely vis-
ible or observable and are almost impossible to research. In addition, van den Berg and Wilderom (2004, p. 571)
“define organisational culture as shared perceptions of organizational work practices”. They see work practices
as a better means of capturing organisational culture, as these differ significantly more between organisations than
values. Adopted from Schein (2010) and van den Berg and Wilderom (2004) we distinguish hereinafter between
artefacts and work practices, which are defined as follows:

o Artefacts: This category refers exclusively to the field of digital technologies. Artefacts include hardware
and software, technical systems, data, means of communication, etc.

o Work practices: This refers to activities of organizations and individuals that involve action, execution of
processes, individual routines and techniques, etc. related to or shaped by digital technologies.

In order to systematically map the research done in this area, a scoping review (Tricco et al., 2018) was conducted.
The following research question was formulated: How are digital aspects i.e., artefacts and practices included in
studies of BOS cultures?
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METHODS

Eligibility Criteria

Against the background of the questions and assumptions outlined above, scientific papers were included in the
review process that relate and examine aspects of digitality and levels of organizational culture (e.g., technologies
as artefacts, practices, values) in BOS. The papers needed to be: published in scientific journals, peer reviewed,
published between the period of 2010 and 2023, social-scientific studies on the topic of organisational culture,
written in English, focused on BOS (i.e., police, firefighters, emergency response) as well as focused on artefacts,
techniques, practices included in studies of BOS cultures.

Papers were excluded if they did not fit into the conceptual framework of the study: opinion papers, journalistic
articles, reviews and comments, technical analytics and discussions (engineering, computer science, etc.), only
deal with the specifics of cyber-crime and internet-security, pure presentation of technologies/tools for an abstract
addressee in the security field, or papers that discuss organizational change only as part of simulation experiments.
Also excluded were studies that deal with organizations that: either cannot be seen as BOS, like actors of pre-
hospital care, hospital care and emergency units, or are composed of several organizations and transcend national
borders, as is the case with international police organizations, or were ‘born’ in digital era and are naturally influ-
enced by digital aspects, e.g. Virtual Operation Support Teams (VOSTs). As Cobb et al. (2014, p. 890) point out:
“Empirical research on historical disaster events shows response efforts taking four different organizational
forms: established, extending, expanding, and emerging. Emerging organizations are ones that have no pre-ex-
isting structure and come together as individuals who begin to connect and coordinate their work*.

Information Sources

To find the relevant academic articles the reviewers searched in the open data bases Web of Science, SCOPUS,
EBSCO and initially Google Scholar for texts published between January 2010 and August 2023. During the
search process, Google Scholar was dismissed as a source because of the platform’s character limit per search and
inconsistency in the results displayed on the first ten pages. On the three remaining platforms, the results were
chosen when they featured the words of the search string in the title or the abstract and were published by aca-
demic, peer-reviewed journals.

Search

The reviewers formulated the search string in three parts, covering the themes BOS, digitalization and workplace
culture respectively. The parts that were connected with AND operators consisted of related words that were
connected with OR operators. For the term BOS the reviewers differentiated between police organizations and
non-police organizations as described above, resulting in two different search strings. The final search strings for
police and non-police are shown in Table 1 using SCOPUS as an example. Please note that the original search
also included the terms in German. As there were no additional results, the terms are not listed here for space
considerations.

Table 1. SCOPUS Search Strings

Sub-Search Database  Search String

Police SCOPUS police OR "law enforcement" AND "organizational culture" OR "work prac-
tice" OR "work routine" OR "value system" OR "behavioral norm*" AND
digitali* OR technolog* OR "artificial intelligence" OR "machine learning"
OR "virtual reality" OR "augmented reality" OR "social media" OR "ICT"

Non-Police =~ SCOPUS "fire brigade" OR "fire department" OR "fire services" OR "firefighter" OR
"emergency service" OR "emergency response" AND "organizational cul-
ture" OR "work practice" OR "work routine" OR "value system" OR "behav-
ioral norm*" AND digitali* OR technolog* OR "artificial intelligence" OR
"machine learning" OR "virtual reality" OR "augmented reality" OR "social
media" OR "ICT"
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Selection

After removing duplicates, the refined search on SCOPUS, Web of Science and EBSCO concluded in a selection
of 94 academic peer-reviewed papers (identification phase) that were then screened for suitability by all four
reviewers (see Figure 1).

The first screening each reviewer read all abstracts and marked them as either fitting (n=27), unfitting (n=43) or
in need of further discussion (n=24). During this process, inclusion and exclusion criteria were iteratively formu-
lated in more detail to make them clear to all participants. After individual review, the results were contrasted and
discussed in the team. The 51 papers that were not unanimously excluded after their discussion were included in
the next screening process that consisted of parsing the entire text for suitability. During the collection of said
literature, 9 research papers of the 51 research papers were not openly available nor accessible through institu-
tional affiliations. These papers were excluded from the investigation. In similar fashion to the first screening, the
remaining 42 papers were read by each reviewer and marked as either fitting or unfitting (screening 2). After
reading the entire text, two of the previously fitting papers were excluded and 14 of the papers that still needed
discussion were excluded as well. Of the 26 remaining papers, 6 were still in need of further discussion, as the
reviewers were in disagreement about their inclusion. After this process three more texts were excluded, leaving
n=23 as the total amount of papers to be fully analysed. In the fourth step (inclusion), each of the included full
texts were assigned to at least two different reviewers who first read and evaluated each text individually before
discussing with the second reviewer.

i Records identified from )
Ebsco
(n=35) y
S Y s e B
Recmdss identified from DUBREAtaS temoved
copus (n=132)
(n=65)
Identification 2 4
Records identified from
Web of Science
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o (n=52)
\ ) (n=94)

Figure 1. Visualization of the search process with information on excluded texts

Data Charting Process and Data Items

To ensure the most comprehensive data collection possible, an Excel table was developed during the screening
steps which all reviewers filled in with categories or variables to be extracted. The categories which are also
commonly used in other review procedures are: year of publication, author(s), country, topic (here: police or non-
police), focus / aim of the study, study design / methodology, sample / setting / organization type, data collection,
results, and limitations. The data in these categories is particularly suitable for text-related, descriptive and quan-
titative analyses. Some categories such as year of publication, author(s) or keywords are directly extractable from
the texts. Other categories such as country or sample / setting can be derived using simple text analysis. The
categories artefacts and work practices were derived by the reviewers based on the research question of the scop-
ing review and the theoretical aspects of organization culture. To identify artefact categories, the reviewers as-
signed a potential artefact label to each text they read. Artefacts were relatively unambiguous in their identification
and similar labels were assigned by both reviewers most of the time. In a next step, the reviewers created umbrella
terms or overarching categories for all identified artefacts. As work practices are often discussed much less spe-
cifically in the texts, a consensus was reached between the reviewers through discussion. This is followed by a
more in-depth interpretation of the relationship between the levels in relation to organizational cultural signifi-
cance and an answer to the research question posed above.
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RESULTS

Table 2 lists all 23 reviewed articles together with the listed keywords derived directly from the text. The table
provides an initial overview of the different topics, contents and methodological approaches used. Some artefacts
and working practices are also already sketched out. By further analysing the texts in depth, we identified 11 of
the 23 papers as reporting solely on police organizations, 11 that reported on the various non-police organizations
and one paper that focused on both police and non-police organization. A comparison of the geographical distri-
bution of the study areas shows that the majority (seven) of the studies were conducted in the US, five in Sweden
and three in the UK. The other study areas include the Netherlands (two), Canada, Italy, Denmark, Germany,
Australia and India (one each). No studies that have been included in this review have been published on Africa
or South America. In terms of the methods used, 18 studies can be categorised as qualitative approaches (10 of
which were ethnographies) and six as quantitative approaches. Three of the 23 papers are a mix of both methods,
while two can be described as conceptual papers. Themes, geographical distribution and methods show no notice-
able trend over time, with no year having an extraordinary impact on the number of papers published. It should
be noted, however, that as one could expect the two conceptual papers are among the first three papers published.

Table 2. List of reviewed papers and listed keywords.

Reference Keywords

Abrahamson & Goodman-
Delahunty, 2014

Bergstrand & Landgren,

police - information sharing - impediment - culture - infrastructure

crisis management - information systems - video communication - information

2011
Borglund et al., 2012

Borglund & Nulden, 2012

den Hengst & Staffeleu,
2012

Dovigo & Redaelli, 2010

Fischer et al., 2015
Forsgren et al., 2018

Guzik et al., 2021

Jensen et al., 2021

Landgren & Bergstrand,
2016

McQuade, 2016

Piza & Moton, 2023

Reuter et al., 2019

Robinson et al., 2015

Samuelsson & Berner,
2013
Schlosser & Matthews,
2022

St. Denis et al., 2014

environments - in-situ documentation - situation awareness

hybrid environment - IT use - police work - police investigations - prostitution -
Synergy-4

persona - scenario - design of information technology - emergent use of IT

control room - emergency calls - ethnography - ethnomethodology - knowledge
management - technology blending

tabletop - disaster response - ethnography - collaboration - situation awareness -
uncertainty - crisis informatics

policing - social media - activity theory - work activities
policing - technology - organisational routines - body worn cameras - socio-
materiality

ambulances - electronic health record - cultural anthropology - emergency med-
ical services

situation rooms - coordination - collaboration - work-practice - ethnography -
crisis response

systematic social observation; police discretion; police decision-making;
closed-circuit television (CCTV)

head-mounted displays - smartphone - rescue dog units - emergency manage-
ment - collaboration - empirical study - prototype - evaluation

computer supported cooperative work (CSCW) - emergency response - human
infrastructure - improvisation

ambulance care - telemedicine technology - ethnography - Sweden - science
and technology studies (STS)

CCS concepts- participatory design- design method- secondary video- head-
worn display- augmented reality- emergency medical services

crisis informatics- emergency management- public information- social media-
trusted volunteers
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Tyagi & Dhar, 2017 -
Verhulst & Rutkowski, group support systems - sociomateriality - affordances - constraints - imbrica-
2018 tion - collaborative technology - high reliability organizations

Wilson-Kovacs, 2021 -

CCS concepts- documentation; data work; electronic health record; teamwork;
Zhang, Joy, et al., 2021 decision making; distributed cognition; emergency medical services; pre-hospi-
tal care; video analysis

Zhang, Sarcevic, et al.,
2021

In the following we describe the results of the text analysis with regard to artefacts and working practices using
the created umbrella terms or overarching categories: In total, nine overarching categories of artefacts have been
identified by the reviewers, which are listed in Table 3 alongside the references. These include i) data storage and
exchange technologies like cloud storage, ii) data visualisation and analysis technologies such as computer-gen-
erated diagrams, interactive maps or figures crafted on whiteboards, iii) information and communications tech-
nology (ICT) devices such as cell phones, computers or radio , iv) news and public information sources like news
websites or other publicly available information, v) other social and infrastructure data like road traffic data, vi)
social media, vii) surveillance technology such as Closed Circuit Television (CCTV) or body worn cameras, viii)
various telemedicine technologies including electronic health records, and ix) virtual reality (VR) and augmented
reality (AR) technology such as smart glasses or augmented bird tables.

Table 3. Overarching categories of identified artefacts.

Overarching artefact category References

Data storage and exchange technologies ~ Guzik et al., 2021

Data visualisation and analysis technolo- ~ den Hengst & Staffeleu, 2012; Fischer et al., 2015; Landgren &
gies Bergstrand, 2016; McQuade, 2016; Tyagi & Dhar, 2017; Verhulst
& Rutkowski, 2018

ICT devices Abrahamson & Goodman-Delahunty, 2014; Bergstrand & Land-
gren, 2011; Borglund & Nulden, 2012; den Hengst & Staffeleu,
2012; Dovigo & Redaelli, 2010; Verhulst & Rutkowski, 2018

News and public information sources Landgren & Bergstrand, 2016

Social and infrastructure data Borglund et al., 2012; Landgren & Bergstrand, 2016

Social media Bergstrand & Landgren, 2011; Forsgren et al., 2018; Robinson et
al., 2015; St. Denis et al., 2014

Surveillance technology Borglund et al., 2012, Guzik et al., 2021, MCQuade, 2016, Piza &
Moton, 2023

Telemedicine technologies Jensen et al., 2021; Samuelsson & Berner, 2013; Zhang, Joy, et al.,
2021

VR and AR technology Fischer et al., 2015; Reuter et al., 2019; Schlosser & Matthews,

2022; Zhang, Sarcevic, et al., 2021

With regard to work practices discussed, in total, six overarching categories of practices have been identified by
the reviewers, which are listed in Table 4. These include 1) administrative work including resource management
and shift planning, ii) community engagement including public communication, iii) data work including infor-
mation gathering, information processing and information sharing, iv) dispatch and control, v) inter- and intra-
agency cooperation and collaboration, and vi) surveillance including investigations in hybrid environments.
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Table 4. Overarching categories of identified work practices.

Overarching practice category  References

o ) Borglund & Nulden, 2012; Fischer et al., 2015; Schlosser & Matthews,
Administrative work 2022; Wilson-Kovacs, 2021

Community engagement Forsgren et al., 2018; Guzik et al., 2021; St. Denis et al., 2014

Abrahamson & Goodman-Delahunty, 2014; Bergstrand & Landgren,
2011; Borglund et al., 2012; Guzik et al., 2021; Jensen et al., 2021; Land-
gren & Bergstrand, 2016; Piza & Moton, 2023; Robinson et al., 2015;

Data work Samuelsson & Berner, 2013; St. Denis et al., 2014; Tyagi & Dhar, 2017;
Verhulst & Rutkowski, 2018; Zhang, Joy, et al., 2021; Zhang, Sarcevic,
etal., 2021

Dispatch and control Dovigo & Redaelli, 2010; Landgren & Bergstrand, 2016

] Borglund & Nulden, 2012; den Hengst & Staffeleu, 2012; Fischer et al.,
Ipter- and 1ntra—ag§ncy coopera-  2015; Guzik et al., 2021; Jensen et al., 2021; Landgren & Bergstrand,
tion and collaboration 2016; Reuter et al., 2019; Zhang, Sarcevic, et al., 2021

Surveillance Guzik et al., 2021; McQuade, 2016; Piza & Moton, 2023

Artefacts around information data could be summarised into a) information-gathering technologies, b) information
analysis technologies and c¢) information visualisation and communication technologies leading to respective prac-
tices around data work. When looking at the multitude of work practices researched, data work stands out with
more than half of the reviewed literature focusing on this practice. Many of the work practices identified are direct
communication processes, either within the agency, between agencies or with/to third parties. There are also work
practices that can be categorised as (computer-aided) information processing in the broadest sense, which can be
summarised under the umbrella term computer supported cooperative work (CSCW). Finally, it should be em-
phasised that the categories listed in Table 3 and Table 4 are work in progress and represents preliminary evalua-
tions. There is not always a clear distinction between the categories as they are themselves still under evaluation.

CONCLUSION

After presenting the main steps of the scoping review and addressing some initial findings, this paper draws the
following conclusions. We give initial answers to the research question by giving a first descriptive assessment
of the literature included in the review and provide an outlook on the next research steps.

The articles examined show that digital aspects have found their way into studies dealing with BOS and their
work cultures. The analyses show that the majority of the reviewed studies are qualitative approaches including
especially ethnographic studies. This could indicate that the overall research topic is still in an exploratory phase,
i.e. there are many blind spots that require an open approach. It is also striking that the reviewed studies are
primarily from the global north. The in-depth text analysis show that the majority of studies focuses on artefacts
around information data leading to respective work practices around data work.

The team of reviewers assume that digital technologies have arrived in organizations as artefacts, but to a lesser
extent in practices, espoused values or even basic assumptions. In other words, in seams that compared to analogue
technologies such as pen and paper, axes, guns or water hoses, digital technologies have not yet become fully
culturally embedded. Yet, our preliminary analysis has so far only focused on the categories of artefacts and
practices, while other categories related to organizational culture have not yet been investigated and are the subject
of the next steps.
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